We want our children to be able to have self-agency over their online use which
will support them to develop and succeed in a life well lived.

To support you and your child to enjoy making use of online apps and programs
safely, please make use of the information below.

E-safety Champions: Mrs H Blake and Mrs L Blake

At Natlonal Online Safety, we belleve in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
Itis nesded. This guide focuses on one of many Issues which we belleve trusted adults should be aware of, Please visit www nationaloniinesafety.com for further guides, hints and tips for oduits.
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ROUP CHATS
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Unkind comments or images which ol : It's Important to remember that - while the
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This common issue with group chats can ; 4 Within larger Ero chats, it's more 5
happen in several ways: sta na‘c new X likely your child will be communicating

group, for instance, but delibera excluding 3 5 with people they don‘t voa;lz know. These

a certain child. Likewise, the chat take ‘ stran ma friends of the host, but

place on an app which one child doesn't have not n ndL friendly toward your child.

access to, meaning they can’t be involved. A It’s wise for oung le not to share

child can also feel isolated when a group chat is ils y aware that they have

used to discuss or share images from an event over the messages and images they
that everyone else but them attended. share after they've put them online.
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INAPPROPRIATE CONTENT ;2% NOTIFICATIONS AND FOMO

Some discussions in group chats may = ; A drawback of large group chats Is the 2
inclugoy_mrproprinu words, swearing and — sheer number of cations. Every time &)
mages or These could be 5 someone In the group messages, your child’s
your child if they are part of that 2 device will be 'pg\god' with an alert: potentially,
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CONSIDER OTHERS' FEELINGS, GIVE SUPPORT, NOT JUDGEMENT  BLOCK, REPORTAND LEAVE \ (&

—

Group chats are often an arena for Z Remind your child that they can confide in you if If your child is in a chat where ‘§

your:P people to gain social status. This they feel bullied or excluded in a groug chat, inappropriate content is being shared,

could cause them to do or say things on ", " instead of responding to the person who's upset advise m to block the users sending
impulse, which could upset others in the - them. Validate their hurt feelings and help the material, report them to the host am
group. EncouraFo our child to consider how to put them back in control by discussing or platform and exit the group. If any of this
other ple might feel if they engaged in this how they'd like to handle the situation. content could be putting a minor at risk,
behaviour. If r child does upset a member of On a related note, you could also contact the police. Emphasise to your child that
their group t, support them to reach out, show empower your child to speak up if they're it’s OK for them to simply leave any group chat
empathy and apologise for their mistak: in a chat where others are being picked on. that they don‘t feel comfortable being a part of.

PRACTISE SAFE SHARING ©.0 Y AVOI INVTING STRANGERS SILENCE NOTIFICATIONS

In any online communication, it’s vital for s«alr, many individuals online hide their Having a phone or tablet bombarded with
young people to be aware of what they're true identity to gain a child’s trust - for notifications from a group chat can be a *
sharing and who might potentially see it. oxample, to gather information on them, r ive irritation a straction -

Discuss the importance of not revealin to exchange inappropriate content or to coax pecially if it's happeni g late in the

identifiable details like their address, ir them into doing things they aren’t comfortable evening. Explaln to mur child that they

school or .?hoto: that they wouldn't ifke to be with. Ensure your child understands why they can still be part of t a:'oup chat, but that it

soon widely. Remind them that once somethi shouldn’t add people they don’t know to a group would be healthier for them to turn off or

is shared in a group, they lose control of where it chat - and, especially, to never accept a group mute the notifications and catch up with the
may end up and how it might be used. chat invitation from a stranger. conversation at a time which better suits them.

Meet Our Expert (q ' ; National

Dr Claire Sutheriand is an online safety consultant, educator online
and researcher who has developed and implemented
Safety’

anti-bullying and cyber safety policies for schools. She has
written various academic papers and carried out research for
the Australian government comparing internet use and sexting
behaviour of young people in the UK, USA and Australia,
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